How to Create a digital signature

Use the Digitally Sign toolto create a digital signature

Go to the Tools Menu

Scroll down to Forms & Signatures

Click Open on the Certificatesicon to launch the Certificatesmenu

File Edit View Sign Window Help

Home Tools Document
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Forms & Signatures
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In the Certificates menu, select Digitally Sign
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The mouse curser will change to a plus symbol. Draw a box where the digital signature is to be placed.

Example:
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Note: Thesize ofthe drawn boxwill determine the size of the signature. Release the mouse button
and a new window will open.

File Edit View Sign Window Help
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Certificates [ Time Stamp

Click Configure New Digital ID

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing:

[
® C Configure New Digital ID ) ( Cancel )
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Select: Create a new Digital ID

Configure a Digital ID for signing

Select the type of Digital ID:

b Use a Signature Creation Device
trusted Certificate - Configure a smart card or token connected
authorities and are based computer
on secure devices like smart
card or token. S
based on files Ao 5
Use a Digital ID from a file

You can also create a new ~ Import an existing Digital ID that you have
Digital ID, but they provide obtained as a file

ow level of identity

Create a new Digital ID

Create your self-signed Digital ID

Select: Save to File

Select the destination of the new Digital ID

Cigital IDs are typically Save to File
issued by trusted providers
that assure the validity of
the identity.

Self-signed Digital ID may
not provide the same level Save to Windows Certificate Store
of assurance and may not g C
be accepted in some use

Sawve the Digital ID to a file in your computer

Save the Digital ID to Windows Certificate Store to

k Wit 4l nrlicatinn
be shared with other applications

with your recipients

is an acceptable form
authentication.
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Enter your name, department, Northwestern, and your email address.

Leave all the other boxes as they are.
Click Continue

Create a self-signed Digital ID

Enter the identity Name

intormation to be used for

crenting the seli=sgned Organizational Unit
Digital ID.

Digital IDs that are self- Organization Name
signed by individuals do not
provide the assurance that Email Address
the identity information is
valid, For this reason they
B e P craie e Country/Region
y not be accepte d

some use Cases

>

Key Algorithm

Use Digital ID for

| Your Name

Northwestern University

7

your-name@northwestern.

US - UNITED STATES
2048-bit RSA

Digital Signatures
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The file that stores your digital signature will be saved on the desktop. There is also the option to click
browse to save it somewhere else locally on your computer. (Ex. Documents, a new folder somewhere

on the desktop, etc.).

Create a password. You must remember and use this password every time the digitalsignature is

used. Ifthe password is forgotten, a new digital ID must be created.

Click Save

Add a password to protect
the private key of the
Digital D You will need this
password again to use the
Digital |C for signing.

Save the Digital ID file in a
known location so that you
can copy or backup it

Save the self-signed Digital ID to a file ®

Your Digital ID will be saved at the following location :

ChUsers\c “"\Desktop\YourMame.pfx Browse

Apply a password to protect the Digital ID:

Confirm the password:

This is the .pfx (Personal Information Exchange) file saved to the desktop:

YourName |
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The new digital ID with your name will be displayed. Click Continue.

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing:

o D Your Name (Digital ID file) View Details

Issued by: Your Name, Expires: 2025.06.30

@ (Co nfigure New Digital ID (Car el)

Your name will be displayed and this will be the appearance the digital signature.
Enter your password and click Sign

Sign as "Your Name" X

Appearance Standard Text v

Your Digitally signed

by Your Name
Date: 2020.06.30

Name 10:40:31 -05'00"

Lock document after signing Location

View Certificate Details
Contact Info

Back Sign
«<»
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A new window will open in order to save the document. Once the document has been saved to the
chosen location, the signature will be placed. The signature will match the size of the box drawn (See

examples below)

View 5ign Window Help

Home Tools Document Yf{ {?J E E Q 1 /1

I Certificates () Digitally Sign [ Time Stamp g, Validate All Signatures

é& Signed and all signatures are valid.

Digitally signed by
YO ur Your Name

Date: 2020.06.30
Name 10:43:20 -05'00'

File Edit View S5ign Window Help
Home Tools Document '1‘:(' é‘rﬁ 6 @\ 1 /1 * {E
I Certificates [ Time Stamp

This message box will appear if the signatureis too small. It can be ignored by checking Do not show
this message again. A smaller signature may be needed depending on the document.

Adobe Acrobat >

. 1 You are about to create a fairly small signature on this docurment,
" If you want your signature to be more readable, click Start Over and drag out a
larger area for the signature.

[] Do not show this message again
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Smaller signature:

N
I Certificates % Digitally Sign

L‘b Signed and all signatures are wvalid.

Dugitally signed by Your Name

YD ur N AN @ Dat=:202006.30 10:4811

0500

Once a document is signed, it cannot be edited.

i Edit PDF f} Edit

&& Signed and all signatures are valid.

&
Digitally signed by
YO ur Your Name

A
o Date: 2020.06.30
Name 10:43:20 -05'00"

24
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Adobe Acrobat

|' 8_' '| This document has been signed and can not be edited.
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